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Dramatis Personae

¢&“Hackers” - classified into three
categories:

“Script Kiddies”:

+ Making up 80%. Potential: Low, Damage: High
“Amateur/Experts”:

+ ~20%. Potential: Considerable, Damage: Low
“Crack Experts”:

+ Under 1%. Potential: High, Damage: High
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Dramatis Personae

Z:Alignment classifications:

“White Hats” — The “Chaotic Good”
hackers, security experts and non-harmful
types.

— The “Chaotic Evil” hackers —
malevolent, damage inflicting

— The “Chaotic Neutral”
hackers — may be white or black,
depending on their morning mood.

The Modus Operandi

» Phase I: Reconnaissance/Intelligence

Gather the basic information required.
» Phase Il: Infiltration:

Social engineering, physical infiltration, exploits or trojans.

e Phase 111: Expansion

Strengthen hold, probe, and infiltrate more systems. By
sniffing, keystroke logging, or using mass exploits.
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The Modus Operandi

The hacker “algorithm” — Phase |

b

The Modus Operandi

The hacker “algorithm” — Phase |
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The Modus Operandi

The hacker “algorithm” — Phase |

The Modus Operandi

The hacker “algorithm” — Phase |

Goblin Linux

Win/NT 5.0 None Exchange
(FW?) 5.0
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The Modus Operandi

The hacker “algorithm” — Phase 11
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The Modus Operandi
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The Modus Operandi

The hacker “algorithm” — Phase 111

Tools of the Trade

¢ Social Engineering

L Virli & Worms
¢ Trojan Horses
< Exploits

< Physical Means
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Tools of the Trade - |

Social Engineering — the weakest link is the
human one.

- Humans may be fooled.

- Email may be spoofed (and IS!)

- IDs can be faked. (technicians,consultants..)
- Phone calls can be impersonated...

Tools of the Trade - |

Example - Spoofing Email

telnet mailserver.of.some.com 25
MAIL FROM: God@Heaven.Org
RCPT TO: unsuspecting.user
DATA
From: The Almighty One <God@Heaven.org>
To: You <unsuspecting.user@some.com=>

Subject: Repent, Sinner!

Enter message text here...
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Tools of the Trade - 11

Virii — Self executing code. This code may
execute on the fly, and may polymorph at
will. Nowadays, losing ground to wormes.

Worms - Piggyback code, that needs a “host
to execute. LoveBug (VBA), Sircam
(11S/Solaris), CodeRed (11S), and nimdA
(H'S/Explorer/QOutlook)

Tools of the Trade - 111

Tro'an Horses — “Timeo danaos et dona gerentes..”

ANY piece of software that runs on your
systems is potentially a trojan. It may remain
dormant, until a certain condition is met. It
then activates, as a “logic bomb”.

WHILE DORMANT, TROJANS ARE
VIRTUALLY UNDETECTABLE!

The “Aum Shinryko” is suspected to have used
trojan horses. And maybe Al-Qaeda...?

(C) 2002 - JL@HisOwn.com



Know Your Enemy - Lecture Notes from
CompuTAX 2002

Tools of the Trade - IV

Exploits: Software has bugs.
Hackers find bugs.
Hackers exploit bugs.

Exploits are usually shell scripts or C programs,
“for educational purposes”. demonstrating
EXACTLY how to abuse a given bug to obtain
privileges.

Script Kiddie types use exploits, often without
knowing exactly WHAT they’re doing.

Tools of the Trade - V

Physical Means: (rare)

By using Radio Frequencies, or Electro
Magnetic pulses, it is possible to jam and/or
render electronic equipment utterly
inoperable.

Additionally, tapping by inference/induction
(e.g. Van-Eck) is relatively widely known.
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A stitch in time saves nine

Fortunately, the average hacker may be
repelled relatively easily.

The following slides demonstrate but a few of
the precautions that can save you a LOT of
headache, if employed.

The list is by no means comprehensive, but is
definitely a good start.

Precautions

As a rule of thumb - any service may serve as a
foothold for a hacker. Thus:

- Block ALL unnecessary services, including:
- SNMP (UDP 161)
- Telnet/Rlogin/etc on UNIX (23,513...)
< NetBIOS/RPC/DCOM on Windows (139!)
- UN*X RPC
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Precautions

Secure the existing protocols you DO need:
- Block DNS zone Xfers — (TCP 53)
- Make sure FTP is secured (TCP 21,20)
- Check HTTP server and content (TCP 80)
- Carefully filter ICMP
- Install antivirus SMTP gateway (TCP 25)
- Secure file sharing & NFS

And .. Strip version headers from all services!

Precautions

Verify system integrity:

- Stamp all executables using MD5
- Periodically check for new files
= Run periodic Anti-Virus checks
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Precautions

Never underestimate the value of logs!

- Backup logs on a daily basis

- GO OVER the logs before backing them up..

- If present, use enhanced auditing
- Consider setting a dedicated loghost

Precautions

Don’t rest on your laurels and be fooled into a
false sense of security!

- Firewalls are merely the perimeter defense

- Perform periodic audit checks
- Consider external consultants
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Precautions

“Si vis pacem, Para Bellum”
Take the offensive — proactive security:

- Use Snort (or some other IDS) to monitor
traffic and react in real time

mCensider setting up a honeypot.

Precautions

Remain updated!

- Subscribe to security mailing lists
- INSTALL PATCHES,
INSTALL PATCHES, and
INSTALL MORE PATCHES!

“The price of liberty is eternal vigilance”

(Wendell Phillips )
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Webh Resources

www.packetstormsecurity.com:

Excellent resource for hackers & security experts alike

WW\W.SYS-security.com:

Ofir Arkin’s EXCELLENT paper on ICMP

Www.insecure.or:

Fyodor’s NMAP.

Webh Resources

www.Ssecurityfocus.com:

BugTRAQ archive, vulnerability archive

WWW.Sans.orqg.

“Security Alert Concensus” mailing list.

www.attrition.org/mirror:

Defaced web-pages mirror.

www.honeynet.org:

The “‘HoneyNet;Rrajeet — attempting to lure hackers and analyze their modus operandi
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Other Resources

“Know your Enemy’:

By the HoneyNet project

“Secrets & Lies”:

By Bruce Schneier

Questions? Comments?

Email: JL@hisown.com

Web Site:
http://hisown.com/computax
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